
 

Ooyala Backlot 
Partner API 
Reference 

 
November 14, 2008



Ooyala Upload Widget API Reference                                                                                2 

Table of Contents  
 

Table of Contents...................................................................................................................................2 
Backlot Partner API Overview...............................................................................................................3 
Ooyala Upload Widget...........................................................................................................................4 

Overview...........................................................................................................................................4 
Embedding the Ooyala Upload Widget..............................................................................................4 
Upload Completion Ping URL...........................................................................................................4 
Security..............................................................................................................................................5 
setParameters.....................................................................................................................................5 
Signing Parameters............................................................................................................................7 
addEventListener...............................................................................................................................8 
Widget Dispatched Events.................................................................................................................9 
Upload API Example.......................................................................................................................11 

Query API............................................................................................................................................14 
Query Result ....................................................................................................................................15 

Thumbnail Query API..........................................................................................................................17 
Thumbnail Query Result..................................................................................................................18 

Attribute Update API...........................................................................................................................19 
Update Examples.............................................................................................................................19 

Flexible Metadata API.........................................................................................................................20 
Add Mode........................................................................................................................................20 
Search Mode....................................................................................................................................20 
Delete ID Mode...............................................................................................................................21 
Delete Query Mode..........................................................................................................................21 

Backlot Label API...............................................................................................................................22 
API Signature Generation Examples....................................................................................................24 

PHP.................................................................................................................................................24 
Ruby................................................................................................................................................25 

 



Ooyala Upload Widget API Reference                                                                                3 

Backlot Partner API Overview  
 
This document contains information on the interfaces available to interact with the Ooyala Backlot 
system in a programmatic manner. The Upload Widget is Flash-based while the others are REST-based 
with a signature required for each request. 

 
!  Upload Widget 

o A Flash object that allows website users to upload content into your Ooyala Backlot account. 
This enables your site to host videos from your community in addition to the content you 
manage in your account. 

!  Query API 
o A flexible search interface for information on content stored in your Backlot account. In 

general, the information available in the grid of the Content tab can be requested, along with 
basic performance data. For more intensive analytics queries, we recommend the Ooyala 
Analytics API documentation. 

!  Thumbnail Query API  
o An interface that allows for retrieval of the thumbnail images that are automatically 

generated for content in your Backlot account.  
!  Attribute Update API  

o Allows for updating of content Title, Description, Status, and Hosted At attributes. Provides 
for deletion of content through the Status setting. 

!  Flexible Metadata API 
o Enables the assignment, query, and management of arbitrary key-value pairs with specific 

content. This provides a powerful way to associate and use metadata with any content in your 
Backlot account. 

¥ Label Management API 
o Manage labels in your Ooyala Backlot account including associating content with labels 
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Ooyala Upload Widget  

Overview   
 
The partner upload widget enables Ooyala Backlot partners to accept user uploads from their own site to 
their Ooyala Backlot account.  The widget can be seamlessly embedded into a website, providing a high 
level of flexibility, customization, and security. After the uploaded content has finished processing, a 
URL can be configured to send a GET Request with completion information.  
 
Note: OSX Leopard users will need to upgrade to Flash 9 r115 to use the upload widget per 
http://weblogs.macromedia.com/emmy/archives/2007/10/adobe_products.cfm 

Embedding the Ooyala Upload Widget  
 
To embed the Ooyala Upload Widget, include the following snippet in the <bod y>É</body>  element of 
a web page, which will load the Flash component that handles the upload. The placement of the Upload 
button is controlled by the width  and height  parameters with the label of the button specified by the 
label  parameter. 
 

<script 
src=" http://www.ooyala.com/partner /uploadButton?width=100&height=20&label=Bro
wse%20Button "></script>  

 
Next, implement the following JavaScript function which will be called when the Upload Widget is 
ready. You can add event listeners and authentication (i.e. sample html page) in this function. To access 
the Uploader Widget from JavaScript, use ooyalaUploader , but do not invoke methods directly on 
ooyalaUploader . 
 

function onOoyalaUploaderReady()  
{  
  É  
}  

Upload Completion Ping URL  
 
In Backlot, under the Account tab, API Settings contains a completion Ping URL field. You can 
configure a URL to a script on your site that will receive a GET request when processing of an API-
uploaded video has completed processing. The request contains the configured string and the embed 
code of the video that has been uploaded. If you have the URL configured as  
 
    http://www.ooyala.com/complete.php   
 
An example of the full request sent on completion would be: 
 
    http://www.ooyala.com/complete.php?embedCode=9scDM826LCgO5kElm3edWAE xjw6Zq7Rs  
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Security  
 
During account creation, a Provider ID (pcode) and a Secret Code are generated for every Backlot 
account.  The pcode is 28 characters long, and the Secret Code is 40 characters long.  Both are case 
sensitive and include alphanumeric characters, dashes (-), and underscores (_). The Provider ID and 
Secret Code are available in the Backlot Account tab under API Settings. 
 
Example: 
 

provider id: lsNTrbQBqCQbH - VA6ALCshAHLWrV 
secret code: hn - Rw2ZH- YwllUYkklL5Zo_7lWJVkrbShZPb5CD1  

 
Note: These parameters point to a shared partner experiments account which is accessible via external 
API to any Backlot partner.  Content and meta-info uploaded to this account is visible to all users.  
Ooyala does not serve content from this account.  This account should be used only for preliminary 
testing of the authentication scheme.  Once this testing is finished, partners are strongly encouraged to 
create separate testing accounts.  

setParameters  
 
To begin an upload, call ooyalaUploader.setParameters(String ) , with a string comprised of  
&-separated pairs of <URI- encoded - name>=<URI- encoded - value> . 

Required Parameters  
 
pcode (String) 
28 character long Provider ID found under the Account tab, API Settings inside Backlot. 
Note: This code is not used when signing parameters. To sign parameters, use the 40 character Secret 
Code also found under API Settings. 
 
expires (Integer)  
The number of seconds from the epoch (Jan 1st 1970 00:00:00 GMT) at which time the generated query 
URL will expire. After the expiration time, the currently signed URL will not work, preventing 
unwanted uploads of content into your account beyond the specified time.  For Java (and other 
languages which use time in milliseconds), use standard time divided by 1000.  
 
For example, 1870701926 designates April 12, 2029, 15:25:26 GMT 

Optional Data  
 
label[<id>] (String) 
Allows the partner to attach one or more labels to files uploaded through widget. Labels can help 
organize content as the partner chooses. In using the widget, we recommend using label to assign 
provider-specified labels and dynamic to assign user-specified labels due to the available validation. In 
Backlot, both label and dynamic appear as labels. 
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To add a label identifying the customer uploading the file, use 
 

label[by_user]=/user/u12345  
label[by_classification]=/user/classification/trusted  

 
Labels names used should be full-qualified, starting with leading forward slash, and may contain any 
alpha-numeric character. If a label does not already, exist it will be created. Labels passed in these 
parameters are signed; so HTML-injection attacks cannot change these labels.  
 
dynamic[<id>] (String) 
Allows the partner to set specific labels which can be made available for users to add to content.  For 
example, to allow users to select one of three genres for their uploaded content, use 
 
     dynamic[by_genre]=^/by_genre/(action|comedy|drama)$  
 
The user is then limited to one of those three genres (action, comedy, drama), giving the partner 
consistency in labeling.  As with label [<id>] , the id portion may contain any alpha-numeric 
character.  In the dynamic(id) parameter, the use of the '^' character at the beginning of the line and 
the '$' character at the end of the line limits the set of values. Omitting them allows for a wider match. 
For example,  
 
   dynamic[custom]=^/custom/   
 
would allow the user to create and add any label which name starts with /custom/ . In this parameter, 
the  '.' (dot) character in regular expression, matches everything, including "/" (slash).  
 
Note: If the partner sets the parameters too wide, dynamic labels may be at risk for code injection 
attacks.  For example: 
 
      dynamic[any]=.   
 
authorizes any label  the user creates.  If you are using above mentioned /by_user/u12345  notation to 
label user-content, an attacker would be able to add a /by_user/u 12345  label via code injection.  
 
hostedAt 
Specifies the URL for a page the uploaded video or channel will be hosted at. This is used to link a 
video from the player endscreen, in MRSS feeds to specify the media:content url parameter, and in the 
Info panel of the player as the link for the title of the video or channel. 
 
status  
Status is assigned to content after it is processes. Possible values are: live, pending, and paused. If the 
partner omits this parameter, the default status is "live".  For example, if the partner has a content 
approval process, the status would be set to "pending" once Ooyala finished possessing the content, the 
partner would approve it and change the status before said content went live. 
 
Reserved Terms 
In HTML pages, method calls, and parameter names, "ooyalaUploader" is reserved. 
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Signing Parameters  
 
  The above-mentioned parameters must be signed to ensure account security. We present this as an 
example of generating an API query. 
 

1. Start with an empty string.  
2. Add the 40 character "Secret Code" generated during account creation. 
3. Sort the parameter names alphabetically and append <name>=<value>  pairs to the string. The 

SHA-256 signature is generated on the result, which does not include the pcode: 
 

hn- Rw2ZH-
YwllUYkklL5Zo_7lWJVkrbShZPb5CD1dynamic[any]=^/any/anodynamic[some]=^/any/some
$expires=1893013926label[0]=/bysmthng/qqqlabel[a]=/byuser/u1status=pending  

 
4. After generating the signature, encode it to Base64, and drop any tailing '=' signs:  

 
mNkdZprvtj Ktve5EGLop3ZFszwrquOyBcxQrR+x38u8  
 

5. Include the above generated signature into the string you pass to setParameters() in a URI-
encoded manner. In our example, this yields the following: 

 
var paramStr = 'pcode=lsNTrbQBqCQbH -
VA6ALCshAHLWrV&status=pending&expi res=1893013926&label[a]=/byuser/u1&l
abel[0]=/bysmthng/qqq&dynamic[some]=^/any/some$&dynamic[any]=^/any/ano
&signature=mNkdZprvtjKtve5EGLop3ZFszwrquOyBcxQrR%2Bx38u8';  
 
Special characters, such as Ô+Õ and Ô/Õ are URI-escaped in this string. We offer two ways in 
which to easily accomplish URI-escaping of the parameter string: 
 

// First, using JavaScript Object properties:  
var paramStr =  
        {  

'pcode':'lsNTrbQBqCQbH - VA6ALCshAHLWrV',  
'status':'pending',  
'expires':'1893013926',  
'label[a]':'/byuser/u1',  

      ' label[0]':'/bysmthng/qqq',  
      'dynamic[some]':'^/any/some$',  

'dynamic[any]':'^/any/ano', 
'signature':'mNkdZprvtjKtve5EGLop3ZFszwrquOyBcxQrR+x38u8'            

        };  
 
OR 
 
// Second, using array of objects with 'name' and 'value'  
// properties:  
var p aramStr =  
[  
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{ name:'pcode', value:'lsNTrbQBqCQbH - VA6ALCshAHLWrV'},  
{ name:'status' , value:'pending'},  
{ name:'expires', value:'1893013926'},  
{ name:'label[a]', value:'/byuser/u1'},  
{ name:'label[0]', value:'/bysmthng/qqq'},  
{ name:'dynamic[some]', value: '^/any/some$'},  
{ name:'dynamic[any]', value:'^/any/ano'},  
{ name:'signature', 
value:'mNkdZprvtjKtve5EGLop3ZFszwrquOyBcxQrR+x38u8'}  

];  
 

6. Finally, call setParameters() 
 

  setParameters(paramStr)  
 
The final string from our example that would be passed to setP arameters()  is: 
 

pcode=lsNTrbQBqCQbH -
VA6ALCshAHLWrV&status=pending&expires=1893013926&label[a]=/byuser/u1&label[0]
=/bysmthng/qqq&dynamic[some]=^/any/some$&dynamic[any]=^/any/ano&signature=mNk
dZprvtjKtve5EGLop3ZFszwrquOyBcxQrR%2Bx38u8');  
 

Note: setParameter s() must be invoked before starting upload, but it may be invoked after 
addDynamicLabel  or setTitle/setDescription . 
The partner may prefer to generate this signed string on the server, embedding the string on an HTML 
page while generating it.  In this case, use an expiration equal to the user session expiration time or, if 
you do not maintain user sessions, equal to a limited number of minutes.  However, the partner may also 
prefer to use some advanced techniques, such as using AJAX, JSON, etc. to initiate a request to the 
server generating the signed string, immediately before invoking ooyalaUploaded.upload() and 
setParameters() with the results of the AJAX/JSON invocation. This advanced technique allows the use 
of an expiration interval within few seconds and validates upload parameters before initiating upload 
request. 

addEventListener  
In many cases parters will wish to receive notifications resulting from some actions. At this point in 
time, the API only supports one listener per event. Subsequent calls to addEventListener will override 
previous handle assignments. 
 
To register event listener you need to use: 
 

ooyalaUploader.addEventListener('<event name>', '<event handler name>')  
 

Note: Function names must be passed as strings, not as function references. 
 
If the partner wished to register listener to an IO error event. 
Example: 
 
ooyalaUploader.addEventListener('error', 'onUploaderIOError');  
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Widget Dispatched Events  

fileSelected  
 
Dispatched when a user in the native file selector dialog selects file. The event handler must accept one 
parameter. The following properties of event object will be populated: 

¥ name Ð file name including extension but not including path. 
¥ size Ð file size in bytes 
¥ creationDate Ð date when file has been created (if available) 
¥ modificationDate Ð date when file has been last modified (if available) 
¥ creator Ð user who created file (if available) 

progress  
 
Notifies event handler of upload progress. The event handler must accept one parameter. The following 
properties of event object will be populated: 

¥ total Ð total number of bytes to be uploaded 
¥ uploaded Ð number of bytes already uploaded 
¥ ratio Ð number between 0 and 1 inclusive indicating upload progress.  

Under certain circumstances (e.g. files smaller than ~20Kb) upload may be completed without firing any 
progress events. 

complete  
 
Dispatched when upload finishes successfully. The event handler function must not require any 
parameters.  

embedCodeReady  
 
Dispatched when a video uploaded through a widget has completed processing. The event handler will 
receive one parameter, embedCode, which is the embed code of the video. 
 
Note: The embedCode will be available shortly after an upload is initiated, however it does not indicate 
that the video has completed processing. Video availability is indicated by reception of the completion 
ping or by checking the video status through the API query interfaces. 

 

setTitle(String) and setDescription(String)  
 
Allows the partner to pass consumer-entered title and description respectively.  
 
Note: A title must be specified, but description may be left blank. 
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addDynamicLabel(String)  
 
Adds dynamic (user-generated) label to the content. The label must match to at least one regular 
expression specified in dynamic[<id>] "parameter" of the setParameters() signed string. 
 
Note: Validation is performed on the server, so, the partner can first add a label and then provide a 
signed parameters-string which matches that label. 

validate  
 
Checks that the uploader widget is ready to upload file. This returns null if the uploader is ready or error 
string if some prerequisite is not met (e.g. file is not selected, title is not specified, file is too big et 
cetera). 
 

upload  
 
Begins file upload. Returns true if upload has been started or false if it has not. In later cases the partner 
may use validate to retrieve the reason for the false  return.  
 
Note: only one upload can be active at a time, if concurrent uploads are initiated, upload  will return 
false  and validate  will return null . 
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Upload API Example  
A simple but working php example illustrating use of the API by integrating the partner upload widget 
into a web page. This code is available for download at http://www.ooyala.com/api/uploadWidget.php.  
 

<?php  
  
// You can find your partner and secret codes under Account > API  
// Se ttings in Backlot.  
 
define( 'OOYALA_PARTNER_CODE',  'lsNTrbQBqCQbH - VA6ALCshAHLWrV');  
define( 'OOYALA_SECRET_CODE',  'hn - Rw2ZH- YwllUYkklL5Zo_7lWJVkrbShZPb5CD1' );  
 
class  OoyalaPartnerAPI  
{  
  static  function  signed_params( $params )  
  {  
    if  (!array_key_exists( 'e xpires' ,  $params ))  {  
      $params [ 'expires' ]  = time()  + 900 ;   // 15 minutes  
    }  
 
    $string_to_sign  = OOYALA_SECRET_CODE; 
    $param_string  = 'pcode=' .OOYALA_PARTNER_CODE; 
    $keys  = array_keys( $params );  
    sort( $keys );  
 
    foreach  ( $keys  as  $key )  {  
      $string_to_sign  .=  $key . '=' . $params [ $key ];  
      $param_string .=  
'&' .rawurlencode( $key ). '=' .rawurlencode( $params [ $key ]);  
    }  
      
    $digest = hash( 'sha256' ,  $string_to_sign ,  true );  
    $signature = ereg_replace( '=+$' ,  '' ,  trim(base64_encode( $digest )));  
    return  $param_string . '&signature=' .rawurlencode( $signature );  
  }  
}  
 
// Define any default labels to assign and the dynamic label prefix  
// for any user - selected dynamic labels  
  
$param_string = OoyalaPartnerAPI::signed_params( array (  
  'statu s'  => 'pending' ,  
  'label[0]'  => '/uploader - demo/foo' ,  
  'label[1]'  => '/uploader - demo/bar' ,  
  'dynamic[0]'  => '^/uploader - demo/dynamic/' ,  
  ));  
?> 
 
<html > 
  <head > 
    <title >Uploader Demo </ title > 
  </ head > 
   
  <body > 
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    <script 
src ="http://www.ooyala.c om/partner /uploadButton?width=100&height=20&label=Bro
wse%20Button " ></ script > 
 
    <script type ="text/javascript" > 
     function onFileSelected(file)  
      {  
        document.getElementById( 'file_name' ).value = file.name;  
      }  
      function onProgress(e vent)  
      {  
        document.getElementById( 'status' ).innerHTML = (parseInt(event.ratio * 
10000) / 100) + '%' ;  
      }  
      function onUploadComplete()  
      {  
        document.getElementById( 'status' ).innerHTML = 'Done!' ;  
      }  
      function onUplo adError(text)  
      {  
        document.getElementById( 'status' ).innerHTML = 'Upload Error: ' + 
text;  
      }  
      function onEmbedCodeReady(embedCode)  
      {  
        // Not used  
        // document.getElementById('embedCode').innerHTML = embedCode;  
      }  
 
      function onOoyalaUploaderReady()  
      {  
        try  
        {  
          ooyalaUploader.setParameters( ' <? print  $param_string ?>' );  
        }  
        catch (e)  
        {  
          alert(e);  
        }  
        ooyalaUploader.addEventListener( 'fileS elected' , 'onFileSelected' );  
        ooyalaUploader.addEventListener( 'progress' , 'onProgress' );  
        ooyalaUploader.addEventListener( 'complete' , 'onUploadComplete' );  
        ooyalaUploader.addEventListener( 'error' , 'onUploadError' );  
        ooyalaUp loader.addEventListener( 'embedCodeReady' , 
'onEmbedCodeReady' );  
          
        document.getElementById( 'uploadButton' ).disabled = false ;  
      }  
  
      function startUpload()  
      {  
        try  
        {  
          
ooyalaUploader.setTitle(document.get ElementById( 'file_name' ).value);  
    
ooyalaUploader.setDescription(document.getElementById( 'description' ).value);  
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          if (document.getElementById( 'dynamic_label' ).value)  
          {  
            ooyalaUploader.addDynamicLabel( '/uploader - demo/dynamic/'  + 
document.getElementById( 'dynamic_label' ).value);  
          }  
          var errorText = ooyalaUploader.validate();  
                    if (errorText)  
          {  
            alert(errorText);  
            return false ;  
          }  
          ooyalaUp loader.upload();  
        }  
        catch (e)  
        {  
          alert(e);  
        }  
        return false ;  
      }  
    </ script > 
    
    <table border ="1" cellspacing ="0" cellpadding ="1" > 
      <tr > 
        <td >Filename: </ td > 
      </ tr > 
      <tr > 
        <td >Description: </ td > 
        <td ><textarea id ="description" rows ="5" cols ="29" ></ textarea ></ td > 
      </ tr > 
      <tr > 
        <td >Category: </ td > 
        <td > 
          <select id ="dynamic_label" name="dynamic_label" />  
            <option value ="" >None 
            <option value ="Sports" >Sports  
            <option value ="Drama" >Drama 
            <option value ="News" >News 
            <option value ="Action" >Action  
          </ select > 
        </ td > 
      </ tr > 
    </ table > 
    <button id ="uploadButton" dis abled onclick ="return 
startUpload();" >Upload! </ button >  
    <div id ="status" ></ div >  
  </ body > 
</ html > 
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Query API  
 
To request information about content in a Backlot account, we offer a flexible query API. Requests are 
done through REST-style signed GET requests to http://www.ooyala.com/partner/query . 
 
Required search criteria parameters 

¥ pcode Ð Account Identifier 
¥ expires Ð Query expiration date in seconds since epoch (00:00:00 1/1/1970 GMT) 

 
Optional search criteria parameters 

¥ embedCode Ð Match against embedCode. Multiple embedCode matches can be specified by 
using a comma-separated list. 

¥ includeLabels Ð true  or false. Specify whether or not to include the <labels>  tag and 
associated labels in the result. Defaults to false unless a label is included in the search 
parameters. 

¥ includeDeleted - true  or false. Specify whether or not to include content that has been 
deleted in the last 30 days in the query response. 

¥ label[<id>] Ð Match content having labels with full-qualified names matching ALL given strings. 
Use alphanumeric characters for "id" portion of parameter. 

¥ status Ð Match content status. Multiple status  matches can be specified using a comma-
separated list. 

¥ statistics Ð A comma-separated list specifying the time period of statistics to return. Specify one 
or more from  
lifetime, 1d, 2d, 3d, 4d, 5d, 7d, 14d, 28d, 29d, 30d, 31d  

¥ title Ð Search by title words. 'LIKE' matching is used ala SQL. 
 
Note: If  multiple search parameters are specified, all of them must match a valid result. 

Signature  
 
As shown earlier, in the Signing Parameters section, the request must be signed using the secret code 
found in Backlot under the Account tab, API Settings. The string to sign begins with the secret code then 
contains the request parameter <name>=<value> pairs sorted by parameters name with no escaping of 
parameters and no delimeters are added. 
 
The first step in this example is to generate an SHA-256 signature with the query parameters. As a 
reminder, this string should not include the pcode. 
 
hn- Rw2ZH-
YwllUYkklL5Zo_7lWJVk rbShZPb5CD1expires=1893013926label[0]=any/somestatistics=1d,2d,
7d,28d,30d,31d,lifetimestatus=upl,livetitle=a  
 
Then generate the SHA-256 signature, convert to Base64 and strip out any trailing '=' signs. Our 
example signature for the preceding parameter string is 
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YRYuN2zO+VvxISNp/vKQM5Cl6Dpzoin7mNES0IZJ06U  
 
The query is then constructed starting with the query URL 
 
http://www.ooyala.com/partner/query  
 
Then adding with the pcode, URI-escaped prarmeters, and the signature 
 
pcode=lsNTrbQBqCQbH -
VA6ALCshAHLWrV&expires=1893013926&status=upl,live&title=a&label[0]=any/some&
statistics=1d,2d,7d,28d,30d,31d,lifetime&signature=YRYuN2zO%2BVvxISNp%2FvKQM
5Cl6Dpzoin7mNES0IZJ06U  
 
With the final query being 
 
http://www.ooyala.com/partner/query?pcode=lsNTrbQBqCQbH -
VA6ALCshAHLWrV&expires=1893013926&status=upl,live&title=a&label[0]=any/some&
statistics=1d,2d,7d,28d,30d,31d,lifetime&signature=YRYuN2zO%2BVvxISNp%2FvKQM
5Cl6Dpzoin7mNES0IZJ06U  
 

Query Result  
 
The result of a query is an XML document served as a response body. The root tag is <list> ,  and all 
matching content elements are included as <item>  tags in that list. An example result follows in the 
next section. 
 
Query Result Data Fields: 

¥ embedCode: Embed code for the given content 
¥ title: Title of the content, if applicable 
¥ description: Description of the content, if applicable 
¥ status: Status of the content 
¥ labels: If includeLabels  is set to true , labels associated with the content are included 
¥ content_type: One of {Video,VideoAd,Channel,Alias,AliasAd,MultiChannel,Autosynd }  
¥ uploadedAt: Upload time, in seconds since epoch (00:00:00 1/1/1970 GMT)  
¥ length: Length of video, in milliseconds 
¥ thumbnail: Default thumbnail information including height, width, and URL 
¥ stat: If requested, the block containing statistics information 

 
 
Note: Internal statuses exposed via the Query API may be slightly different from the statuses presented 
in Backlot. 
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Example of Query Result  
 
<?xml  version= "1.0"  encoding= "UTF- 8" ?> 
<list size ="2" > 
  <item > 
    <embedCode>FsdTpuS - AMb_WAUv8qYThTbe86LT1fTF</ embedCode> 
    <title >sample 1 </ title > 
    <description ></ description > 
    <status >live </ status > 
    <labels > 
      <label >/bysmthng/qqq </ label > 
      <label >/byuser/u1 </ label > 
      <label >/any/another </ label > 
      <label >/any/some </ label > 
    </ labels > 
    <con tent_type>Video</content_type>  
    <uploadedAt>1218954404</uploadedAt>  
    <length>71833</length>  
    <thumbnail height="60" width="80"> http://l3.c.ooyala.com/kxYm06gFKXEleIHdyXNKeefx -
QAu2yVp/Ut_HKthATH4eww8X5hMDo2cjpnMjsjhC </thumbnail>  
    <stat > 
      <l ast7day > 
        <displays total ="0" unique ="0" />  
        <plays total ="0" unique ="0" />  
        <rewinds total ="0" unique ="0" />  
        <playtime ms="0" />  
        <watched _25 ="0" _50 ="0" _75 ="0" _100 ="0" />  
      </ last7day > 
      <lifetime > 
        <displ ays total ="0" />  
        <plays total ="0" />  
        <rewinds total ="0" />  
        <playtime ms="0" />  
        <watched _25 ="0" _50 ="0" _75 ="0" _100 ="0" />  
      </ lifetime > 
    </ stat > 
  </ item > 
  <item > 
    <embedCode>h0dTpCmMEEVf0- pZSuN2edqdyKbsPkQI </ embedCode> 
    <title >sample 4 </ title > 
    <description >z</ description > 
    <status >auploaded </ status > 
    <labels > 
      <label >/bysmthng/qqq </ label > 
      <label >/byuser/u1 </ label > 
      <label >/any/another </ label > 
      <label >/any/some </ label > 
    </ labels > 
    <content_type>Video</content_type>  
    <uploadedAt>73632126404</uploadedAt>  
    <length>623542</length>  
  </ item > 
</ list > 
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Thumbnail Query API  
 
Provided the source video allows it, we produce eight widths of video thumbnails with the aspect ratio 
of the source video: 800, 640, 480, 320, and the 1/3 size of each: 266, 213, 120, 106. These are 
potentially limited in pairs by the source resolution. For example, if the original source is 480x320, we 
will only produce widths of 480 and 320, and their 1/3 sizes, 120 and 106. A query will return an exact 
match if possible, the next highest size if one exists, or the largest available if the first two options are 
not present. 
 
A thumbnail query will not return custom promo images uploaded through Backlot or the API. The 
original promo image can be accessed through the query API interface. 
 
As in other examples, thumbnail queries are generated using a signed REST-style GET request to 
http://www.ooyala.com/partner/thumbnails . 
 
Required Parameters: 

¥ pcode Ð Account Identifier 
¥ expires Ð Query expiration date in seconds since epoch (00:00:00 1/1/1970 GMT) 
¥ embedCode Ð Content Identifier 
¥ range Ð Specifies thumbnail indices to be returned. Format: <from index> - <to - index> . For 

example, to get first 5 thumbnails (from index 0 to index 4) use this value: range=0 - 4. If the 
requested range is larger than the number of thumbnails generated, we will return all that are 
available. 

¥ resolution Ð Provide the size of the image you will use to display the thumbnail. The parameter 
format is <width>x<height> , e.g. resolution=320x240 . Please note that we may return a 
larger JPEG than requested, but with a higher compression rate. You may resize this result to the 
desired size. 

¥ signature Ð  The digital signature of the request. The signature should be calculated using SHA-
256 with the same rules as Query API signature generation. 

 
 
 
Example of a request 
 
http://www.ooyala.com/partner/thumbnails?pcode=c1OstKNoqvuYvYYzTGLvsuFB7 -
5B&embedCode=dwbjp - XdAc- w6mATLnMIuwBRxHfF5vRK&range=0 -
25&resolution= 600x400&expires=1893013926&signature=FKcNI%2BPiMSHM5GeI83WQ77S
yufUQyJPedWYMyKrkOzk  
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Thumbnail Query Result  
 
The result of a query is an XML document served as a response body. The root tag is <thumbnails>  
with all matching thumbnails included as <thumbnail > tags in that list.  
 
The root <thumbnails>  tag has 2 attribiutes: 

¥ embedCode Ð Requested content ID 
¥ aspectRatio Ð The aspect ratio of the image as a non-reducible fraction. For example 4/3  or 

16/9 . Please note that this attribute contains the actual aspect ratio of image and always reflects 
the aspect ratio of actual movie. 

 
Each <thumbnail>  tag contains: 

¥ index attribute Ð Zero-based index of thumbnail. 
¥ URL of thumbnail as tag body. 

 

Example of Thumbnail Query Result  
 
<?xml  version= "1.0"  encoding= "UTF- 8" ?> 
<thumbnails aspectRatio ="320/239" estimatedWidth ="320" 
embedCode="9taTQ6lBnjnek_7G86E0du - QF8FxwKYQ" requestedWidth ="320" > 
  <thumbnail index ="0" >http://l3.c.ooyala.com/9taTQ6lBnjnek_7G86E0du -
QF8FxwKYQ/Ut_HKthATH4eww8X5hMDoxOjBhO2YWar</ thumbnail > 
  <thumbn ail index ="1" >http://l3.c.ooyala.com/9taTQ6lBnjnek_7G86E0du -
QF8FxwKYQ/wKsagN5AuYEjiHJ35hMToxOjBhOyNHjb </ thumbnail > 
  <thumbnail index ="2" >http://l3.c.ooyala.com/9taTQ6lBnjnek_7G86E0du -
QF8FxwKYQ/yeOkC802fbC1__xn5hMjoxOjBhO1HkgK </ thumbnail > 
  <thumbnail inde x="3" >http://l3.c.ooyala.com/9taTQ6lBnjnek_7G86E0du -
QF8FxwKYQ/QCdjB5HwFOTaWQ8X5hMzoxOjBhO0VxxH</ thumbnail > 
  <thumbnail index ="4" >http://l3.c.ooyala.com/9taTQ6lBnjnek_7G86E0du -
QF8FxwKYQ/lDhDEr_ssybAMmt35hNDoxOjBhO7o9ll </ thumbnail > 
</ thumbnails > 
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Attribute Update API  
 
The Attribute API includes the ability to update attributes of videos and channels. This allows for 
programmatic control over certain aspects including Title, Description, Status, and the Hosted At URL. 
An update request returns a plain text document containing ÒokÓ on success or error text if an issue is 
encountered. Interaction with the Attribute API is through REST-style GET requests to 
http://www.ooyala.com/partner/edit . 
 
Required Parameters: 

¥ pcode Ð Account Identifier 
¥ expires Ð Query expiration date in seconds since epoch (00:00:00 1/1/1970 GMT) 
¥ embedCode Ð Content Identifier 
¥ signature Ð  The digital signature of the request. The signature should be calculated using SHA-

256 with the same rules as Query API signature generation. 
 
Optional Parameters: 

¥ title Ð The title of the video or channel. 
¥ description Ð The description of the video or channel. 
¥ status Ð Status of the video or channel. Options are live, paused, or deleted. Setting status to 

deleted does delete the video or channel from the system. 
¥ hostedAt Ð The URL for the main page the video or channel is embedded on. This is used for the 

Title link in the Info panel of the player and in the RSS feed to direct traffic to the ÒhomeÓ 
location of the video or channel. 

 

Update Examples  
Examples will return signature mismatch. See page 6 for signature instructions. 
 
Note: Parameters should be URI-escaped in the query, not when generating the signature. 
 
Update Title and Pause 

 
http://www.ooyala.com/partner/edit?pcode=d1OstKNoqvuYvYYzTGLvsuFB7 -
5B&embedCode=FoaTE6MbqKVb3_SJSkm1nvgGX3MfLdis&expires=1893013926&title=830+zoom&
status=paused&signature=acbxsYJpcoyrlbLgiUpwFx5tA6po65jjCEkhsggMrgs  

 
Update Hosted At 

 
http://www.ooyala.com/partner/edit?pcode=NwMTor10B3GEDdZTkMrSUEkyQ9VK&embedCode=
dhbjM6U -
1s7Yk ieEwJRepTcYoPed8dPe&expires=3093013926&hostedAt=http%3A%2F%2Fooyala.com%2Fb
acklot&signature=TphBZhWnzFl5VGYY6sutgh%2FqjUBCRf6h5GGK1UZa27E  
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Flexible Metadata API  
 
The Flexible Metadata API enables the association of metadata with content in a flexible format. Any 
metadata can be stored using key/value pairs through this interface. As with other Partner API 
interfaces, metadata can be manipulated using REST-style GET calls. There are four modes available 
via this interface: add , query , delete_id , and delete_q uery .  
 
Required Parameters  

¥ pcode Ð Provider Code 
¥ expires Ð Query expiration date in seconds since epoch (00:00:00 1/1/1970 GMT) 
¥ metaMode Ð One of 'add', 'query', 'delete_id', 'delete_query' 
¥ signature Ð The digital signature of the request. The signature should be calculated using SHA-

256 with the same rules as Query API signature generation. 

Add Mode   
Required Additional Parameter: 

¥ embedCode -- the embed code to attach metadata to 
 
metaMode = 'add', all other parameters associated with the embedCode as key=value. As a reminder. 
all keys & values must be properly URI escaped. On a successful add, 'ok' is returned, otherwise an 
error code is returned. 
 
Example: 
  
http://www.ooyala.com/partner/metadata?pcode=<pcode>&signature=<signature
>&expires=<expiration>& metaMode=add&embedCode=<embedCode>&director=Franci
s+Ford+Coppola&actor=Marlon+Brando&writer=Mario+Puzo&genre=mob  
 
In order to associate multiple values with the same key, you can send multiple queries. There is also 
a shortcut to do it in one query which is accomplished by separating the values by the null character 
('\0'). An example of this, associating "mob", "crime", "drama", and "godfather" with the genre key: 
    
http://www.ooyala.com/partner/metadata?pcode=<pcode>&signature=<signature
>&expires=<expir ation>&metaMode=add&embedCode=<embedCode>&genre=mob \ 0crim
e\ 0drama \ 0godfather  

Search Mode   
Optional Parameters: 

¥ embedCode -- if specified, the query will be restricted to the given video. 
¥ rows -- an integer limit on the number of results returned. 
¥ op -- the operator to use on the key value pairs (OR, AND). Default is OR. 
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metaMode = 'query', all other parameters associated with the embedCode as key=value. Both the key 
and the value may have asterisks for fuzzy searching. Based on the choice of operator, results will 
either be a union or an intersection. 
 
Example: 
 
http://www.ooyala.com/partner/metadata?pcode=<pcode>&signature=<signature
>&expires=<expiration>&metaMode=query&embedCode=<embedCode>&actor=Tom*&di
rector=Scorsese  
 
Example Response: 
 
<metadata op="O R" start="" rows="" query="(key:actor AND value:tom*) AND 
embedCode:t0NmUyOkJ6XRYMwBFv2QvAwf5raGybok" sort="" restrict="">  
  <data guid="e1507ffc - 2ddd - 4827 - b5d3 - 358ac0707dc1" 
embedCode="t0NmUyOkJ6XRYMwBFv2QvAwf5raGybok" key="actor">Tom 
Cruise</data>  
  <dat a guid="426d0bd4 - 8b19 - 459b - 997d - a32ed0dbe963" 
embedCode="t0NmUyOkJ6XRYMwBFv2QvAwf5raGybok" key="actor">Tom Jones</data>  
</metadata>  

Delete ID Mode   
Required Additional Parameter: 

¥ guid -- the GUID  to delete 
 
This mode allows deletion of metadata based on the GUID automatically assigned by the system, as 
seen in the example response above, under query mode. On success, 'ok' will be returned, otherwise 
an error code will be returned. 
 
Example: 
    
http://www.ooyala.com/partner/metadata?pcode=<pcode>&signature =<signature
>&expires=<expiration>&metaMode=delete_id&guid=e1507ffc - 2ddd - 4827 - b5d3 -
358ac0707dc1  

Delete Query Mode   
Optional Parameter: 

¥ op -- the operator to use on the key value pairs (OR, AND). default is OR. 
 

This mode allows deletion of all metadata matching a certain query. Similar to Search Mode, all 
other key=value pairs are taken for the search and can include asterisks for fuzzy searching. On 
success, 'ok' will be returned, otherwise an error code will be returned. 
 
Example: 
    
http://www.ooyala.com /partner/metadata?pcode=<pcode>&signature=<signature
>&expires=<expiration>&metaMode=delete_query&actor=Tom*  
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Backlot Label API  
 
The Backlot Label API allows for programmatic control of labels. Included in the API are calls for label 
creation and deletion, association and removal of labels and content, and renaming of a label. 
Interactions with the Backlot Label API is through signed REST-style GET requests to 
http://www.ooyala.com/partner/labels . 
 
Responses are XML with the following structure 
 

<?xml versi on="1.0" encoding="UTF - 8"?>  
<result code="success">ok</result>  

 
The code will be one of success, failure, params_missing. The text of the <result> tag will be 'ok' on 
success or an explanation of the error on failure. 
 
Required Prameters 
¥ pcode Ð Provider Code 
¥ expires Ð Query expiration time in seconds since epoch (00:00:00 1/1/1970 GMT) 
¥ mode Ð One of 'createLabels', 'deleteLabels', 'assignLabels', 'unassignLabels', 'renameLabel', 

'clearLabels' 
¥ signature Ð The digital signature of the request. The signature should be calculated using SHA-256 

with the same rules as Query API signature generation. 
 
Note: All example signatures are valid, although the queries themselves will return an error. The 
signatures are generated with a secret of "nEHt5epTobY2t07FxvWFBm7m6jDFlOM6nZNuA8PD" 

createLabels and deleteLabels  
 
Additional required parameter: a semicolon-separated list of labels or a list of label[<id>]=label 
parameters  
 
createLables and deleteLabels allow the creation and deletion of labels. Labels must start with a forward 
slash '/' and a tree structure can be specified in the usual manner: /grandparent/parent/child. Labels can 
be specified in one of two formats: 
 

1. labels=<label1>;<label2>;<label3> 
2. label[1]=<label1>&label[2]=<label2>&label[3]=<label3> 

 
 
Examples: 

http://www.ooyala.com/partner/labels?pcode=pmMDc6yFhj_RV0oKu -
efdlMq60Xz&expires=3093013925&labels=/hello&mode=createLabels&signature=pDg78
2cOjfa8DnpuTFAskl7UsISU%2F6S%2Fj5xwQdtEhks  
 
http://www.ooyala.com/partner/labels?pcode=pmMDc6yFhj_RV0oKu -
efdlMq60Xz&exp ires=3093013925&labels=/hello&mode=deleteLabels&signature=sIpSi
C3UwlpH9z%2FLcLyB5tEl%2FBLkCfSP1NpZnEUYMnA 



Ooyala Upload Widget API Reference                                                                                23 

assignLabels and unassignLabels  
 
Additional required parameters: embedCodes, labels (or label[<id>]'s) 
 
assignLables and unassignLabels allow the  assignment or removal of labels, respectively, with a set of 
videos. Labels can be specified in the same manner as above. Videos are specified as a comma-seperated 
list of embed codes. 
 
Examples: 

http://www.ooyala.com/partner/labels?pcode=pmMDc6yFhj_RV0oKu -
ef dlMq60Xz&embedCodes=VlYjU2OhkADOmo -
eodphFb5hNsJlbv9G;dhYjU2OkhtmFccm7nsvEbDINcHyA -
i9P&expires=3093013925&labels=/hello;/bye&mode=assignLabels&signature=K2jqysy
bR9doxAMu0T1OY%2FBb1nculRMSAbUgegSciZ0 
 
http://www.ooyala.com/partner/labels?pcode=pmMDc6yFhj_RV0 oKu-
efdlMq60Xz&embedCodes=VlYjU2OhkADOmo -
eodphFb5hNsJlbv9G;dhYjU2OkhtmFccm7nsvEbDINcHyA -
i9P&expires=3093013925&labels=/hello;/bye&mode=unassignLabels&signature=1i0Jz
yrjcYcSLEWEVb4cWkIlPxdUw2KtUrd1uVqvtkk  

renameLabel  
 
Additional required parameters: oldlabel, newlabel 
 
renameLabel allows you to rename or move a label without losing its associated videos. If newlabel has 
different ancestors from oldlabel, it will be moved appropriately. If the name is different, it will be 
renamed appropriately. 
 
Example: 

htt p://www.ooyala.com/partner/labels?pcode=pmMDc6yFhj_RV0oKu -
efdlMq60Xz&embedCodes=VlYjU2OhkADOmo -
eodphFb5hNsJlbv9G;dhYjU2OkhtmFccm7nsvEbDINcHyA -
i9P&expires=3093013925&mode=renameLabel&newlabel=/bye&oldlabel=/hello&signatu
re=Z%2FCJa0DqOZgz6yjtE8dCzlOsVHcT9VgJ Udj8ztxyens  

clearLabels  
 
Additional required parameter: embedCodes 
 
clearLabels allows the removal of all associated labels from a set of videos without enumerating the 
labels individually. Videos are specified as a comma-seperated list of embedCodes as with the 
assignLabels and unassignLabels modes. 
 
Example: 

http://www.ooyala.com/partner/labels?pcode=pmMDc6yFhj_RV0oKu -
efdlMq60Xz&embedCodes=ZkbXMyOpFNHok7qHxwqeBKx7CuY5 -
43x&expires=3093013925&mode=clearLabels&signature=3varbIi64aiVJMjckn6WWdhFcAe
moBpD%2BterhpNwO5U 
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API Signature Generation Examples  
 

PHP 
 
<?php  
 
// You can find your partner and secret code under Account > API  
// Settings in Backlot.  
 
define( 'OOYALA_PARTNER_CODE',  '<Your Partner Code>' );  
define( 'OOYALA_SECRET_CODE',  '<Your Secret Code>' );  
 
cl ass  OoyalaPartnerAPI   
{  
 
  static  function  query( $params )  
  {  
    return  OoyalaPartnerAPI::send_request( 'query' ,  $params );  
  }  
 
  static  function  query_thumbnails( $params )  
  {  
    return  OoyalaPartnerAPI::send_request( 'thumbnails' ,  $params );  
  }  
 
  private  static  function  send_request( $request_type ,  $params )  
  {  
    if  (!array_key_exists( 'expires' ,  $params ))  {  
      $params [ 'expires' ]  = time()  + 900 ;  
    }  
 
    $string_to_sign  = OOYALA_SECRET_CODE; 
    $url  = 
'http://www.ooyala.com/partner/' . $request_type . ' ?pcode=' .OOYALA_PARTNER_CODE; 
    $keys  = array_keys( $params );  
    sort( $keys );  
 
    foreach  ( $keys  as  $key )  {  
      $string_to_sign  .=  $key . '=' . $params [ $key ];  
      $url  .=  '&' .rawurlencode( $key ). '=' .rawurlencode( $params [ $key ]);  
    }  
 
    $digest  = hash( 'sha256' ,  $string_to_sign ,  true );  
    $signature  = ereg_replace( '=+$' ,  '' ,  trim(base64_encode( $digest )));  
    $url  .=  '&signature=' .rawurlencode( $signature );  
    return  file_get_contents( $url );  
  }  
}  
 
// A few sample queries  
$live_content  = OoyalaPartnerAP I::query( array ( 'status'  => 'live' ));  
 
$lifetime_stats  = OoyalaPartnerAPI::query( array ( 'statistics'  => 
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'1d,2d,7d,28d,30d,31d,lifetime' ,  'status'  => 'live' ));  
 
$all_trailers  = OoyalaPartnerAPI::query( array ( 'label[0]'  => 'trailers' ));  
 
$specific_video  = Ooyal aPartnerAPI::query( array ( 'embedCode'  => 'plajrfuW5PS5rgc -
kuc9ZWtFtdnYpfiK' ));  
 
$thumbnails  = OoyalaPartnerAPI::query_thumbnails( array ( 'embedCode'  => 
'plajrfuW5PS5rgc - kuc9ZWtFtdnYpfiK' , 'range'  => '0 - 99' ,  'resolution'  => '320x240' ));  
 

?> 

Ruby  
 
require 'rubyg ems'  
     
require 'base64'  
require 'cgi'  
require 'digest/sha2'  
require 'open - uri'  
 
 
module Ooyala  
  module Partner  
    module API  
       
      # You can find your partner and secret code under Account > API      
      # Settings subtab in Backlot.  
       
      OOYALA_PARTNER_CODE = '<Your Partner Code>'  
      OOYALA_SECRET_CODE = '<Your Secret Code>'  
 
      def self.query(params)  
        return send_request('query', params)  
      end  
       
      def self.query_thumbnails(params)  
        return send_request ('thumbnails', params)  
      end      
       
      private  
 
      def self.send_request(request_type, params)  
        # Add expires if we were lazy before and didn't provide one  
        params['expires'] ||= (Time.now.to_i + 10).to_s  
 
        string_to_sig n = OOYALA_SECRET_CODE 
        url = 
"http://www.ooyala.com/partner/#{request_type}?pcode=#{OOYALA_PARTNER_CODE}"  
 
        params.keys.sort.each do |key|  
          string_to_sign += "#{key}=#{params[key]}"  
          url += "&#{CGI.escape(key)}=#{CGI.escape (params[key])}"  
        end  
         
        digest = Digest::SHA256.digest(string_to_sign)  
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        signature = Base64::encode64(digest).chomp.gsub(/=+$/, '')  
         
        url += "&signature=#{CGI.escape(signature)}"  
        return open(url).readlines  
      end  
    end  
  end  
end  
 
 
 
# A few sample queries  
 
live_content = Ooyala::Partner::API::query({ 'status' => 'live' })  
 
lifetime_stats = Ooyala::Partner::API::query({ 'statistics' => 
'1d,2d,7d,28d,30d,31d,lifetime', 'status' => 'live' })  
 
all_trailers =  Ooyala::Partner::API::query({ 'label[0]' => 'trailers' })  
 
specific_video = Ooyala::Partner::API::query({ 'embedCode' => 'plajrfuW5PS5rgc -
kuc9ZWtFtdnYpfiK' })  
 
thumbnails = Ooyala::Partner::API::query_thumbnails({ 'embedCode' => 
'plajrfuW5PS5rgc - kuc9ZWtFt dnYpfiK', 'range' => '0 - 99', 'resolution' => '320x240' })  


